THE MOST
RESOURCEFUL
GENERATION

We’ve gathered some of our
favorite resources to keep your
accounts and devices safe

Report suspicious emaiil Take the Cybersafe checkup

Take this quick 10-question quiz
2

DID_YOU KNOW : to assess how safe your current
79% of account takeover online habits are, and get

attacks started Wi1[:1|]1 a personalized recommendations
phishing email!

R t .. 1t Click here or scan
eport suspicious email to the OR code to start

phishreport@ufv.ca

Use a password manager

A password manager remembers Check if your email address and/or
your passwords for you. It can also password has been leaked online

generate new passwords - so you'll at haveibeenpwned.com
never have to reuse any. 66

pwned: a derivation of the WOI"d\
owned, due to the proximity of the
‘P’ and ‘0’ keys. Has origins in video

More account security tips & tricks game and hacker cuiture. 'J

The Cybersecurity team has gathered even more resources,
tools, and tips to help you keep all your online accounts secure.

Visit ufv.ca/cybersecurity/stay-cybersecure-at-ufv/
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[1] Egress 2024 Email Security Risk Report



https://www.inverse.com/gaming/pwned-meaning-definition-origins-video-games-internet-hackers
https://ufv.ca/cybersecurity/stay-cybersecure-at-ufv/
https://ufv.ca/cybersecurity/stay-cybersecure-at-ufv/
https://www.getcybersafe.gc.ca/en/resources/research/take-get-cyber-safe-checkup
https://www.getcybersafe.gc.ca/en/resources/research/take-get-cyber-safe-checkup
http://haveibeenpwned.com/
https://www.egress.com/blog/company-news/stats-from-the-email-security-risk-report

Protect your devices

From the phones in our pockets to smart appliances in
our home, connected devices are always around us.
There’s lots of ways you can keep them secure.

Enable antivirus Update frequently

-~ Wir.1dc?ws devices have Avoid postponing system and app
\ built-in Defender and updates; they come with new
ﬁg Windows Security; and security patches to help your

Apple macOS devices antivirus catch the latest threats.
have XProtect built-in.

Where possible, enable
automatic updates so
you never fall behind

You can also use a third party
antivirus. Popular choices include
Bitdefender and Malwarebytes.

Virtual Private Network Backup your data
(VPN)

|
VPN: a secure connection B Q

between two points; e.g. your
laptop and the Internet
Backing up your data regularly
VPNs can come in the form of browser keeps it protected iNn unforeseen

extensions, apps, and programs. Some circumstances, from accidentally
popular VPN choices include SurfShark, erasing files, to destructive
NordVPN, and Private Internet Access.

malware, or a total system failure.

What other smart devices do you own?

From gaming systems to smart TVs, doorbells and
lightbulbs, there’s tools and tips available to help you
secure all of your connected devices.

Check them out at: Get Cyber Safe - secure your devices

UFV.CA/CYBERSECURITY



https://surfshark.com/
https://nordvpn.com/features/
https://www.privateinternetaccess.com/
https://www.getcybersafe.gc.ca/en/secure-your-devices
https://support.microsoft.com/en-us/windows/stay-protected-with-windows-security-2ae0363d-0ada-c064-8b56-6a39afb6a963
https://support.microsoft.com/en-us/windows/stay-protected-with-windows-security-2ae0363d-0ada-c064-8b56-6a39afb6a963
https://support.apple.com/en-ca/guide/security/sec469d47bd8/web

